O
>
—]
>
o2
M
O
-
E
—]
<
0p
—]
>
Z
O
>
By
o,
0p

GRUPO e
=seee
i Ve

DATA SYSTEM
CONFIGURATION AND
CHANGE CONTROL

ID Code: NRM-05-EN

Version: 1.0

Classification: FCC_INTERNAL_USE

Approvedby:

DEI(H

Intended for: Information Systems and
Technology Department




GRUPO _~pa DATA SYSTEM NRM-05-EN
- CONFIGURATION AND DATA SECURITY
i & CHANGE CONTROL STANDARDS

INDEX
INDEX ...ttt et e e e e sane e s iError! Marcador no definido.
PURPOSE.......i et iError! Marcador no definido.
SCOPE ..ot iError! Marcador no definido.
PRINCIPLE ...ttt iError! Marcador no definido.
CONFIGURATION MANAGEMENT ....cccceeevvieeeeee iError! Marcador no definido.
CHANGE MANAGEMENT ......oooiiiieeeeeeee e iError! Marcador no definido.
RESPONSIBILITIES ... iError! Marcador no definido.
REVIEW OF THIS STANDARD.....cccocceiiiieeeeee. iError! Marcador no definido.
VIOLATIONS . ... .o iError! Marcador no definido.
REFERENCES. ...t iError! Marcador no definido.
DOCUMENT CHANGE CONTROL......ccccveeeeeireenn. iError! Marcador no definido.

Politica Gestidn de

la Informacidn
{PCI).
Politica Seguridad
de la Informacidn
{(PSI).
I I | | I ]
[Seguﬂdad de las} [churldad en lo s} [Segurldad en 1asl Seguridad en lasl Seguridad en lal Desarrollo
Personas. Documentos. tecnologias de la instalaciones. contratacidn normative
informarcién y externa.
Comunicaciones

Page 2 of 12




GRUPO e DATA SYSTEM NRM-05-EN
P CONFIGURATION AND DATA SECURITY
o & CHANGE CONTROL STANDARDS

Bearing in mind the complexity of data systems, change control measures must
be implemented for applications and programmes during the development,
operation and maintenance of the components that make up an organisation’s
systems.

As a process, Change Control ensures that the methods and procedures used for quickly
and efficiently assessing and approving changes carried out to system components are
standardised. This serves to protect data systems from unauthorised changes, which
denotes greater system availability.

Configuration and Change Control comes into play at the initial stages of any data
system project, and remains in place for the entire life cycle.

Whenever an organisation is at the Requirements Stage of a data system deployment
or upgrade project, having the right procedures and documentation to configure the
system’s hardware, software and firmware correctly is considered an essential part of
establishing the desired functional security requirements.
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PURPOSE

The purpose of this Standard is to establish the Configuration and Change Control
management requirements for the components that make up FCC'’s data systems.

SCOPE

This Standard applies to the processes of identifying, monitoring, inventorying and
checking the status of all FCC data system components during development and
operation.

This Standard applies to all staff of the FCC Group (hereinafter referred to as FCC) who
are responsible for the management, control and use of such processes.

Configuration and Change Control management must be established, documented,
maintained and applied to all FCC data systems.

PRINCIPLES
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e All equipment used by FCC, regardless of its ownership, must have the required
staff and material resources available to properly maintain it.

e The acquisition and installation of software or hardware components without the
prior approval of the Information Systems and Technology Department is
prohibited.

¢ All components installed on FCC data systems mustbe carried out in accordance
with the manufacturer’'s recommended security specifications.
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e When developing the Configuration and Change Control management plan for
FCC data systems, the segregation of tasks and functions for all planned
activities must be properly considered. To this end, the roles for configuring and
administering components must be clearly segregated.

e Configurations and changes must be duly checked and verified by qualified FCC
staff.

e When developing the Configuration and Change Control management plan, the
availability of all FCC data system components must be considered.

CONFIGURATION MANAGEMENT

e To safeguard the integrity of data system software, technical access control
measures, a policy based on minimum use privileges and strict change control
procedures must be applied.

e Configuration management procedures must include documentation of the
security requirements and justification for any exceptions that may arise.

e Data system security parameters must be configured as restrictively as possible,
in accordance with the functional requirements established for each system.

e The security modifications (patches)to resolve errors (bugs) mustbe only applied
after their need has been approved; these modifications mustbe made by reliable
sources, and must be tested before deployment on the production systems.

CHANGE CONTROL MANAGEMENT

o The versions of the individual components that make up an FCC data system
must be documented; these components and their versions define the system.

e The use real FCC data in test environments is not permitted. The Data Security
and Risk Management Department may approve the use of real FCC data, on
condition that the security controls implemented ensure the level of protection
required for the classification of the data processed.

e If the required level of security cannot be guaranteed, testing must be approved
by the unit responsible for that data, and the reasons why the security level
cannot be guaranteed must be expressly stated in the approval log.

e Whenever atest environment has been established and it becomes apparent that
the required security level cannot be guaranteed, the FCC data must be properly
sanitised to re-establish the previous security attributes.
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The test procedures for FCC data systems mustinclude a period of parallel test
deployment before being deployed to the production environment.

The replacement or removal of software and data files must have the formal
consent of the unit responsible for the data, and must be subsequently approved
by the Information Systems and Technology Department.

Any software and data files that have been replaced or removed must be carried
out according to the media removal procedures.

Any modifications to FCC data systems must follow the following sequence:

o A formal request must first be submitted for each change. This request can
be submitted by the unit responsible for the data, the Information Systems
and Technology Department or the Data Security and Risk Management
Department.

o Before the changes are approved, any possible impacts on other systems
must be assessed. This assessment can be carried out by analysing all
dependant systems.

o Changes must be authorised by the unit or owner of the FCC Data System
that will be affected, as well as the FCC Information Systems and Technology
Department.

The changes and the scope of their application must be notified in advance to
any staff affected, to ensure that they are aware of the works that must carried
out.

In emergency situations, changes must be carried out according to the operating
procedures established for that purpose, and the change and configuration
requests must be submitted immediately after the actions have been carried out.

The documentation that must be produced for changes or installing system
software and hardware must state the following:

o The change or installation process management procedure followed.
o The changes carried out.

The documentation for these last points must state the following as a
minimum:

The origin of the change.

The type and scope of the change.

The techniques used and the sequence of activities.
The testing carried out and the results.

o O O O

The following actions must be carried out before any changes or modifications to
data systems are deployed in the production environment:

o The business functionalities and their processing capabilites must be
properly tested.
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o The FCC data systems that will be affected by the change must be fully

backed up.

e Data system components can only be replaced by authorised staff, who must
ensure the sanitisation and removal of technical risks.

e Preventive maintenance for all system components must be scheduled
periodically, and includes:

o O O O

O O O OO

Scope

Results

Time

Staff assigned to task

Procedures for notifying users of maintenance works

Monthly maintenance including log purging.

Six-monthly maintenance including configuration reviews.

Yearly maintenance including equipment cleanups.

Maintenance procedures mustinclude the following as a minimum:

The Configuration and Change Control Management procedures must:

e Establish:

o The staff responsible for the configuration and maintenance works.
o The following procedures:

The emergency procedures for carrying out configuration and
maintenance works.

The sanitisation procedures for resources that must leave FCC
facilities for configuration and maintenance works.

The procedures for ensuring that data system failures are reported
and logged on time and correctly.

The procedures for verifying that the data system security features
that were in place before a change takes place will remainin place
and work correctly after the change has been applied.

The procedures for ensuring that data systems configuration
changes are properly audited.

The procedures for ensuring that all FCC staff receive the training
required to carry out their duties regarding the functionalities and
operations of new components.

o The controls for ensuring that configuration and maintenance works
carried out by external companies are in compliance with FCC’s Data
Security Policy and above all the External Company Policy.

e |dentify:

o The professional and material resources needed for the maintenance of
internal and external FCC facilities.

Configuration and Change Control Management documentation must contain the
following as a minimum:
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A Version Control system that links system components to the correct version.

An analysis of the impact that proposed changes will have on existing security
controls.

The procedures for:

o Evaluating and/or approving data system components before they are
deployed in production environments.

o Ensuring the review of the functions, controls and services that may be
potentially removed by the changes carried out.

o Ensuring that the contingency plans and associated documentation are
updated with the changes carried out.

o Managing and resolving potential emergencies or returning to the last
known good configuration when configuration or version change
processes have to be cancelled.

The requirements for all hardware, software and firmware installations and
modifications to ensure that they are carried out in accordance with current
regulations on intellectual and industrial property.

The estimated useful life of components, so their renewal can be scheduled in
advance.

Error logs for management operations must contain the following as a minimum:

The name and version of the systems involved.

The date and time of the error.

A description of the error and the system components involved.
The name of the person responsible for resolving the error.
The resolution actions carried out.

The date and time the error is resolved.

RESPONSIBILITIES

The Data Security and Risk Management Department must:

Establish the requirements for controlling data system configurations correctly.
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e Checking the error logs, unauthorised use logs and activity logs for FCC’s data
systems.

e Verifying that the hardware, software and firmware change control documentation
IS secure.

The Information Systems and Technology Department must:

e Approve components, and how they are installed, maintained and withdrawn.
e Conduct an impact analysis for data system component changes.
e Produce the procedures regarding installations and change control, and
emergency and last known good configuration.
e Manage:
o The technical requirements, controls and testing plans.
o Change requests
o The coordination of approved change implementation.
e Monitor FCC data systems to ensure compliance with this Standard.
Ensure that both technical staff and system users receive adequate training.
e Investigate security incidents or potential incidents in FCC data systems, analysing
the impact and causes, in cooperation with the Data Security and Risk
Management Department.

The Units Responsible for their own Data must approve:

e Any changes to data system configurations.
e Testing, in the event that the required security level cannot be guaranteed.

REVIEW OF THIS STANDARD

This Standard may be reviewed in the following circumstances:

Whenever improvements are suggested as a result of audits carried out.
Whenever there are major technology changes.

Whenever there are improvements to the data systems management processes.
Whenever there are changes to the current legislation regarding the provisions
established in this Standard.

The information used for the review of this Standard mustbe notified to the Data Security
Department, who must then notify the Data Security Department Committee of this
information.

VIOLATIONS

Any violations of this Standard will be disciplined in accordance with the current FCC
disciplinary system, without prejudice to the provisions of the legal regulations in force.
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o Related Regulations

FCC Data Security Policy
External Company Standard.
Systems Laboratories’ Standard.
Backup Management Standard.
Disaster Recovery Standard.
Incident Management Standard.

o Referencestothe ISO/IEC 27002:2007 Standard
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o 10.10.5 Error Log
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15.1 CONFORMITY WITH LEGAL REQUIREMENTS
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